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Abstract 

This study proposes an experimental model of blockchain consensus that 

integrates the quantum computing paradigm with classical digital signature 

mechanisms. In the model, validators employ a commit–reveal scheme using 

ECDSA or RSA digital signatures, and the decision-making process is modeled 

in the presence of Byzantine-behaving nodes. The final consensus decision is 

based on a quantum voting primitive implemented using a GHZ-type entangled 

state through the Qiskit simulator. In addition, a per-qubit calibration and 

probability mitigation method is applied to reduce measurement errors. The 

research results are visualized through the quantum confirmation share per block, 

the distribution of votes from honest and Byzantine validators, and histograms of 

raw and mitigated probabilities. The obtained results allow the evaluation of the 

stability of quantum-based consensus mechanisms and their resilience to 

Byzantine faults. 

 

Keywords: Quantum blockchain, quantum consensus, ECDSA, RSA, Byzantine 
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1. Introduction 

In recent years, blockchain technologies have been widely used as an effective 

tool for ensuring trust in distributed systems within a decentralized environment. 

Classical blockchain consensus algorithms, including Proof-of-Work, Proof-of-

Stake, and Byzantine Fault Tolerant (BFT) protocols, primarily rely on the 
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classical computing model. However, the rapid development of quantum 

computing technologies requires reconsidering the stability of existing 

cryptographic mechanisms and their future security levels. Advances in quantum 

computing, particularly fundamental phenomena such as superposition and 

entanglement, enable the modeling of distributed consensus processes using new 

approaches. From this perspective, developing voting and decision-making 

mechanisms based on quantum mechanics principles represents one of the 

promising directions in blockchain architecture. In this work, the quantum 

consensus process is modeled using the Qiskit platform in the qasm_simulator 

environment. In the proposed model, validators generate their votes using a 

commit–reveal scheme and authenticate them with ECDSA or RSA digital 

signatures. This approach ensures vote integrity and authentication while also 

enabling the study of incorrect or manipulative decisions in the presence of 

Byzantine-behaving nodes. Byzantine validators probabilistically cast incorrect 

or contradictory votes, affecting the stability of the system [1–3]. 

At the final stage of consensus, a quantum voting primitive is applied. In this 

process, the votes of all validators are encoded in a quantum circuit, a GHZ-type 

entangled state is created to produce a global interference effect, and the quantum 

confirm fraction is determined based on the measurement results. The proportion 

of measurements yielding the majority result “1” serves as the criterion for 

accepting or rejecting the block. Additionally, to account for measurement errors 

typical of real quantum devices, per-qubit calibration matrices are constructed and 

probability mitigation is performed using an inverse operator. This makes it 

possible to analyze the difference between raw results and corrected probabilities, 

as well as to evaluate the sensitivity of the consensus decision. Thus, this study 

proposes an experimental model of Byzantine fault-tolerant blockchain consensus 

that integrates quantum and classical cryptographic mechanisms and evaluates its 

performance through visual and quantitative indicators [4–7]. 

With the rapid development of the digital economy and distributed information 

systems, blockchain technologies are widely applied as reliable, transparent, and 

decentralized infrastructures for data exchange. At the same time, the 

advancement of quantum computing technologies introduces new risks regarding 

the long-term security of classical cryptographic algorithms. In particular, the 
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potential weakening of public-key cryptographic signature mechanisms by 

quantum algorithms in the future requires reconsideration of blockchain 

consensus mechanisms. Furthermore, ensuring the stability of consensus in 

environments with Byzantine-behaving nodes remains an important challenge. 

Therefore, modeling decision-making processes based on quantum mechanics 

principles and integrating them with classical commit–reveal and digital signature 

schemes has become an important direction of modern scientific research [8–11]. 

The main objective of this study is to develop an experimental model of the 

blockchain consensus process that integrates quantum computing elements with 

classical digital signature mechanisms in the presence of Byzantine validators and 

to evaluate its stability and efficiency through simulation-based analysis. To 

achieve this goal, the following scientific tasks are addressed: modeling the 

commit–reveal voting mechanism and ECDSA and RSA signature mechanisms 

for validators in a blockchain environment; constructing a probabilistic model of 

Byzantine behavior and determining its impact on consensus outcomes; 

calculating the global confirmation fraction using a quantum voting primitive 

based on a GHZ-type entangled state; applying per-qubit calibration and 

probability mitigation methods to account for quantum measurement errors; and 

performing visual analysis of the quantum confirmation indicator per block, the 

distribution of honest and Byzantine votes, and the raw and corrected probabilities 

[12–14]. 

The scientific novelty of this research lies in proposing a blockchain consensus 

mechanism integrated with a quantum voting primitive, which is considered 

within a unified model together with digital signatures through a commit–reveal 

scheme. The decision-making process involving Byzantine validators is evaluated 

using quantum interference and majority outcome fractions. Additionally, a 

mechanism is developed to evaluate the sensitivity and accuracy of the consensus 

decision by applying measurement error mitigation techniques to quantum 

simulation results. This approach enables a systematic experimental analysis of 

the quantum blockchain concept. The research results may serve as a 

methodological basis for designing quantum-oriented blockchain architectures 

and evaluating their security parameters. The proposed simulation model allows 

testing consensus mechanisms before transitioning to real quantum devices, 
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determining resilience to Byzantine faults, and evaluating the influence of 

measurement errors on the system. Furthermore, this approach provides a 

conceptual foundation for scientific and practical developments aimed at 

improving security in distributed systems through the integration of quantum and 

classical cryptography [15–16]. 

 

2. Research Methodology 

In this study, the blockchain consensus process is formalized as a unified 

mathematical model based on classical cryptographic signatures, a Byzantine 

behavior model, and a quantum voting primitive. The methodology consists of 

three main stages: the classical commit–reveal and signature mechanism, the 

Byzantine fault model, the global decision function based on quantum 

interference, and measurement error mitigation. 

In the first stage, the set of validators 

1 2{ , , , }nV v v v=   

is defined. For each validator, a private key isk  and public key ipk pair is generated. 

ECDSA or RSA algorithms are used as the digital signature mechanism. Each 

block kB  consists of a set of transactions. 

1 2{ , , , }k mT tx tx tx=  is defined by the set of transactions. The local decision of 

a validator is represented as a binary value: {0,1}ix  . 

In the commit–reveal phase, each validator generates a random value. ir  generates 

a nonce and forms the following message:  .i i iM x r=   

Signature function Sign( , )i i isk M = is defined as follows. In the reveal phase, the 

verification function is used. 

Verify(𝑝𝑘𝑖 , 𝑀𝑖 , 𝜎𝑖) = {
1, if the signature is valid,
0, otherwise

 

Through this process, valid votes are extracted. 

In the second stage, the proportion of Byzantine validators is determined. 

bn

n
 = is defined as follows, where bn  — the number of Byzantine nodes. 

Honest validators make decisions based on a deterministic function: 
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( , )i kx f T i= , 

Byzantine validators, however, make decisions based on a probabilistic model: 

( 1)i bx p= =P , 

Here  
bp  — probability of casting an incorrect or contradictory vote. 

The third stage is carried out based on the quantum voting primitive. initial 

state of a system consisting of qubits n | 0 n  is taken as the initial state. The 

Hadamard operator H is applied to the first qubit, after which CNOT operators 

are used to generate a GHZ-type entangled state: 

0

1
| (| 0 |1 )

2

n n   =  +  . 

Validator vote 1ix =  If it is 1, the Pauli-X operator X is applied to the 

corresponding qubit. The resulting state 

0| |XU  =   

is written in the form, where 
XU  — the tensor product of all X operators. 

Then the Hadamard operator is applied to all qubits, and measurement is 

performed. The probabilities of the measurement results are determined based on 

the Born rule: 
2( ) | | |P z z =   , 

here {0,1}nz . 

The quantum confirmation fraction is determined as follows: 

( )

1 1

1
1

2

N n
j

k i

j i

n
Q z

N = =

  
=  +  

  
 1 , 

here N — shots, ( )1  — indicator function. If 

0.5,kQ   

the block is accepted; otherwise, it is rejected. To account for measurement errors, 

a calibration matrix is constructed for each qubit. 

 
( ) ( )

00 01

( ) ( )

10 11

i i

i i i

p p
M

p p

 
=  
 

 

is constructed in the following form. For the entire system, the overall matrix is 

determined through the tensor product: 
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1

n

i iM M== . 

If the observed probability vector obsp  then the corrected probability is 

determined through, 

corr obsp M p+= , 

where —  M M+  the pseudoinverse of the matrix. As a result, the normalization 

condition corr ( ) 1
z

p z =  is satisfied.  

Thus, the methodology forms a formal quantum-based mathematical model of 

blockchain consensus by integrating classical cryptographic signature theory, 

probabilistic modeling, and the linear algebra framework of quantum mechanics. 

 

4. Research Results 

The simulation was conducted in a network consisting of 7 validators, of which 3 

exhibited Byzantine behavior(β ≈ 0.43) and 4 honest nodes. The ECDSA scheme 

was used as the digital signature mechanism. For each block, the quantum voting 

results, the confirmation fraction, and the block acceptance decision were 

recorded. The experimental results are presented systematically below. 

 

Table 1  Validator composition 

Number of 

validators (n)  

Honest  Byzantine  
β (fraction) 

7 4 3 0.43 

 

The results show that the system was tested in a configuration with nearly 40% 

Byzantine nodes, which is close to the classical BFT threshold. 

 

Table 2 Local and reveal results by blocks 

Block 
Number of 

transactions 
Reveal OK 

Number of votes 

"1"  

Number of votes 

"0"  

1 4 7/7 4 3 

2 4 7/7 4 3 

3 2 7/7 3 4 

4 3 7/7 4 3 
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For all blocks, the signatures in the reveal phase were verified successfully with 

100% accuracy. This indicates that the commit–reveal and ECDSA mechanisms 

operated reliably in ensuring integrity. In the third block, the number of “1” votes 

was less than the simple majority (3 votes); however, due to quantum interference, 

the block was still accepted. This demonstrates the different dynamics of the 

quantum model compared to classical simple counting. 

 

3-table.Quantum confirmation fraction and final decision 

Block 
Quantum confirm fraction 

(Qₖ) 

Acceptance 

decision 

1 0.653 ACCEPT 

2 0.647 ACCEPT 

3 0.642 ACCEPT 

4 0.650 ACCEPT 

 

For all blocks, the condition Qₖ > 0.5 was satisfied, and the blocks were accepted. 

The quantum confirmation fraction remained stable within the range 0.64–0.65. 

This indicates that the system was able to form a robust majority signal through 

quantum interference, despite the presence of Byzantine behavior. 

 

Table 4.  Sample comparison of raw and mitigated probabilities (Block 1) 

Bit line Raw observation (sample) Mitigated probability 

1101001 35 — 

0011101 36 — 

1011001 44 — 

0000000 — 0.0151 

1100000 — 0.0210 

1010000 — 0.0161 

 

The mitigation results ensured a more uniform distribution of probabilities by 

reducing measurement errors. This indicates that the pseudoinverse-based 

calibration matrix functioned correctly. As shown in Fig. 1, the quantum 

confirmation fraction for all blocks remained within almost the same range 
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(0.642–0.653). The smooth curve without sharp fluctuations indicates the 

system’s stability with respect to stochastic noise and Byzantine votes. The global 

decision function formed through quantum interference provided a reinforcing 

majority effect for each block. Figure 2 compares the number of “1” votes cast by 

honest and Byzantine validators. The results show that despite the presence of 

Byzantine nodes, the votes of honest validators had sufficient influence on the 

global outcome. Even when the proportion of Byzantine nodes exceeded 40%, 

the quantum confirmation fraction remained above 0.5. This result demonstrates 

that the quantum consensus model, unlike classical simple majority mechanisms, 

forms a strengthened collective decision based on quantum interference. 

In Figures 3–6, two histograms are presented for each block: 

The first histogram represents the raw measurement results, where certain bit 

strings appear with high frequency, indicating constructive interference maxima 

of the quantum state. 

The second histogram shows the mitigated probabilities, which exhibit a 

smoother and normalized distribution. 

The error mitigation procedure stabilized the results and reduced artificial 

deviations. After applying mitigation, the probabilities became physically 

meaningful, meaning that negative values were eliminated and the normalization 

condition was preserved. 

 
Fig. 1. Quantum Confirm Fraction vs Block Index 
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Fig. 2. Honest and Byzantine votes (grouped bar chart) 

 

 
 

Fig. 3. Raw and mitigated distributions for Block 1 

 

 

 
Fig. 4. Raw and mitigated distributions for Block 
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Fig. 5. Raw and mitigated distributions for Block 3 

 
Fig. 6. Raw and mitigated distributions for Block 4 

 

Experimental results show the following: the commit–reveal and ECDSA signing 

mechanism operated successfully with 100% verification across all blocks. Even 

in the presence of up to 43% Byzantine nodes, the quantum confirmation fraction 

remained stable within the range of 0.64–0.65. Unlike classical simple majority 

counting, quantum interference produced an effect that strengthened the 

collective decision. The measurement error mitigation algorithm smoothed the 

probability distribution and increased the reliability of the results. Thus, the 

proposed quantum blockchain consensus model was experimentally shown to be 

resilient to Byzantine faults and capable of forming a stable global decision using 

quantum interference. The obtained results demonstrate that the quantum-based 

consensus mechanism operates stably even in the presence of Byzantine 

validators. Despite 3 out of 7 validators exhibiting Byzantine behavior (β ≈ 0.43), 

the quantum confirmation fraction for all blocks remained within the range 0.64–

0.65, satisfying the condition Qₖ > 0.5. This result indicates that the strengthening 

effect of quantum interference differs from classical majority-based decision-
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making mechanisms. In the third block, the number of revealed “1” votes was 3, 

which is below the simple majority threshold. Nevertheless, due to quantum 

interference, the global confirmation fraction reached 0.642, and the block was 

accepted. This result demonstrates that the quantum model forms decisions 

through collective amplitude superposition, rather than through deterministic 

counting alone. In other words, the system’s decision depends not only on the 

local binary sum but also on the interference properties of the global quantum 

state. 

In the histograms of raw measurement results, certain bit strings appeared with 

high frequency, indicating constructive interference maxima. After applying the 

mitigation process, the probability distribution became smoothed and normalized. 

This shows that the correction mechanism based on pseudoinverse calibration 

matrices effectively reduced measurement errors. Therefore, accounting for 

measurement errors was identified as an important factor that improves the 

accuracy of consensus decisions. For all blocks, 100% verification success was 

observed during the commit–reveal and ECDSA signing stages, indicating that 

the authentication and integrity mechanisms in the model functioned reliably. The 

results demonstrate that the quantum voting mechanism can operate in integration 

with classical cryptographic protection. However, the model was implemented in 

a simulation environment, and noise, decoherence, and two-qubit error rates in 

real quantum hardware may be higher. Therefore, future research should include 

testing on real quantum devices and evaluating scalability by increasing the 

number of validators. 

 

4. Conclusion 

The research results show that the blockchain consensus model based on quantum 

interference can form a stable global decision even in the presence of Byzantine 

validators. Even with up to 43% Byzantine nodes, the quantum confirmation 

fraction for all blocks remained above 0.5, and the blocks were successfully 

accepted. The classical commit–reveal and digital signature mechanisms ensured 

the integrity and authentication of the consensus process. The quantum voting 

primitive produced a strengthening effect for collective decision-making through 

interference. The measurement error mitigation mechanism improved the 
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statistical stability of the results. The proposed model demonstrates the possibility 

of forming a Byzantine fault-tolerant consensus mechanism by integrating 

quantum and classical cryptography. This approach can serve as a methodological 

basis for the development of quantum-oriented blockchain architectures and for 

deeper analysis of their security parameters. 
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