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Abstract

Under the conditions of modern hybrid warfare and evolving security threats,
traditional physical protection systems for high-priority strategic facilities often
prove insufficient. Integrating Unmanned Aerial Vehicles (UAVs) into defense
frameworks is becoming imperative to ensure rapid, multi-tiered responses to
asymmetric risks.

Methods: This study employs a comprehensive system analysis, hybrid threat
modeling, and Multi-Criteria Decision-Making (MCDM) methodologies. Risk
factors influencing facility security were categorized into technical, cyber,
electronic warfare (EW), and human dimensions to develop a matrix-based risk
assessment algorithm.

Results: A phased security concept for deploying UAV systems alongside a 4-
tiered risk assessment framework was established. Findings indicate that
integrating autonomous patrol drones into perimeter defense reduces threat
detection time by 45—-60% while significantly minimizing human error risks.
Discussion & Conclusion: The proposed concept and criteria enhance the
operational resilience of critical infrastructure against hybrid vectors. These
findings provide practical frameworks for upgrading security protocols at both
military and civilian strategic assets.

Keywords: Hybrid threats, strategic facilities, unmanned aerial vehicles (UAVs),
security concept, risk assessment, autonomous monitoring, perimeter defense.
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KOHUENIUSA BESOITACHOCTHU U KPUTEPUU OLUEHKU PUCKOB
IMPU BAINUTE CTPATEIT'MTYECKHUX OBBEKTOB C
NCITIOJBb30BAHUEM BECIINJIOTHBIX JIETATEJBHBIX
AIIITAPATOB B 3110XY I'UBPU/IHBIX YI'PO3
OrakynoB MyxcuH
MunucrepctBo 000poHbl Pecniyonnku Y30ekucran

AHHOTAIIUA

B ycnoBusix coBpeMEHHBIX THOPUAHBIX BOWH U TUHAMUYHO MEHSIOLIUXCS yTPO3
0€30MacHOCTH  TPAJMLMOHHBIE METONbl OXpaHbl KaTETOPUPOBAHHBIX U
CTPAaTeTUYeCKUX OOBEKTOB JIEMOHCTPUPYIOT HENOCTATOYHYIO 3(P(EKTHUBHOCTD.
Bo3Hukaer He0OXOIUMOCTh HHTETpallui OECIMIIOTHBIX JIETATENIbHBIX allaparoB
(bIIVTA) B enuHyr0 cucTeMy O€30HaCHOCTM [JIsl  ONEPATUBHOIO H
MHOT'OYPOBHEBOT'O pEarupOBaHUSI HA ACUMMETPUYHBIE PUCKH.

Mertoposnorusi: B wuccienoBaHMM HCHOIB30BaHBI METOJBl  KOMILJIEKCHOTO
CUCTEMHOTO aHanusa, MOJIEJTMPOBAHUS rUOPHUIHBIX yIrpo3 "
MHOTOKpuTepHanibHOU olleHkHn puckoB (MCDM). ®akTopsl, BIUSIONINE Ha
0e30MacHOCTh  OOBEKTOB, OBUIM  CIPYNIUPOBAHBI MO  TEXHUYECKHM,
KHOEPHETUUECKUM, PAHOAIEKTPOHHBIM U YEJIOBEUECKUM CErMEHTaM, Ha OCHOBE
4ero pa3paboTaH aJITOPUTM MaTPUYHOM OLIEHKH PUCKOB.

Pesyabrarbl:  CpopmupoBaHa  moldTamHasi  KOHUENUUA — O€30IacHOCTH
npuMeHeHus: koMiuiekcoB BITJIA u marpuia 4-ypoBHEBBIX KPUTEPUEB OLEHKHU
pUCKOB. Pe3ynbTaTsl MMOKa3bpIBaKOT, YTO HMHTETPALUsl aBTOHOMHBIX MNaTpyiIbHBIX
BIIJTA B cucremy mepuMeTpalibHOW OXpaHbl COKpAIlaeT BpeMsi OOHapyKCHHUsI
yrpo3 Ha 45-60% u CyleCTBEHHO MWHUMH3UPYET BIUSHUE YEJIOBEUECKOIO
dakrtopa.

OOcy:xnenune W BbIBOAbI: [IpennokeHHas KOHUENIUS U KPUTEPHUH
CIIOCOOCTBYIOT MMOBBIIICHUIO YCTOMUYMBOCTU KIIIOYEBBIX OOBEKTOB B YCIOBHSIX
ruOpuIHOTO MPOTHBOOOPCTBA. [IpakTHUecKas 3HAYMMOCTh PaOOTHI 3aKITIOYACTCS
B BO3MOXKHOCTH IPUMEHEHUS MOJIyYEHHBIX pE3YJABTaTOB TUISI
COBEpIICHCTBOBAHUS CTAaHAAPTOB 0€30MacCHOCTU U OMEPATUBHON JEATEIBHOCTH
OXPaHHBIX CTPYKTYP.
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KiroueBbie ciaoBa: [uOpuanble yrposbl, CTpaTermueckue  OOBEKTHI,
oecnwiioTHeie JnetarenbHble anmapathl (BIIJIA), konuenuus O6e3omacHOCTH,
OILICHKA PUCKOB, aBTOHOMHBIII MOHUTOPHHT, OXpaHa MepuMeTpa.

The contemporary global security landscape is increasingly characterized by
asymmetric and hybrid warfare strategies. Modern military and geopolitical
conflicts have transitioned beyond traditional battlefields into integrated domains
encompassing cyber, electronic, information, and covert diversionary operations'.
In this volatile environment, safeguarding critical infrastructure, high-priority
military assets, state energy complexes, and strategic industrial centers has
emerged as a fundamental pillar of national defense and sovereignty?.
Unmanned Aerial Vehicles (UAVs)—particularly small-scale commercial and
tactical drones—have rapidly evolved into low-cost, high-efficiency vectors for
reconnaissance, intelligence gathering, and kinetic strikes by adversary forces.
Consequently, augmenting physical security frameworks at critical facilities by
integrating autonomous counter-UAV measures and proactive drone-based
monitoring systems is no longer merely a technical upgrade, but a strategic
necessity”.

Conventional physical security architectures at classified and strategic facilities—
relying primarily on fixed Closed-Circuit Television (CCTV) systems, ground-
level perimeter sensors, and stationary manned guard posts—exhibit significant
vulnerabilities when confronted with complex hybrid threats:

Blind Spots and Spatial Limitations: Fixed sensors possess inherent line-of-
sight constraints and lack the agility required to dynamically adjust to rapidly
evolving perimeter breaches.

Human Factor Dependencies: Continuous manual monitoring leads to cognitive
overload, diminished situational awareness, and delayed reaction times among

! Hoffman, F. G. (2007). Conflict in the 21st Century: The Rise of Hybrid Wars. Potomac Institute for Policy
Studies, Arlington, VA, pp. 14-28

2 Qodirov, A. A. (2022). Theoretical and Practical Issues of Ensuring Regional and National Security in the Era
of Hybrid Wars. Bulletin of the Armed Forces Academy of the Republic of Uzbekistan, No. 2, pp. 45-52

3 Smith, J., Davis, R., & Wilson, M. (2021). Autonomous Unmanned Aerial Systems for Perimeter Security of
Critical Infrastructure. Journal of Defense Modeling and Simulation, 18(3), 215-229
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human operators*.

Emergence of Low-Observable Threats: Stealth-capable mini-drones operating
under Electronic Warfare (EW) jamming conditions can bypass standard radar
detection, leaving perimeter security vulnerable to low-altitude intrusions>.
While existing literature addresses the usage of drones for basic surveillance, a
significant research gap remains regarding comprehensive security frameworks
that unify autonomous UAV patrol swarms with multi-criteria risk assessment
models under active hybrid warfare conditions.

The deployment of unmanned systems within defense and critical infrastructure
protection has gained substantial academic focus in recent years:

Hybrid Threats and Infrastructure Resilience: Hoffman (2007) and Qodirov
(2022) established foundational concepts regarding critical infrastructure defense
against hybrid threats, emphasizing that passive defenses must be replaced by
active, technology-driven intelligence complexes.

UAV Integration in Perimeter Defense: Smith et al. (2021) demonstrated that
incorporating autonomous UAVs into perimeter monitoring reduces emergency
response latency by up to 50% compared to traditional mobile patrols.
Human-Machine Interaction and Cognitive Load: Human factors in complex
automated systems are extensively analyzed by Wickens (2008) and Abduvaliyev
(2023), proving that decision-making speed during high-stress monitoring
directly depends on operator cognitive load and system automation levels®.

Risk Assessment Frameworks: Johnson & Martinez (2023) introduced Multi-
Criteria Decision-Making (MCDM) models to evaluate cyber-physical threats
against strategic facilities [5]. However, their frameworks do not fully account for
UAV resilience under active signal degradation and EW environments.
Research Objective: To develop an integrated security concept and a multi-
criteria risk assessment algorithm utilizing autonomous UAV complexes to

4 Wickens, C. D. (2008). Multiple Resources and Performance Prediction. Theoretical Issues in Ergonomics
Science, 9(2), 159-177

> Johnson, K., & Martinez, L. (2023). Multi-Criteria Risk Assessment Framework for Critical Facilities Against
Counter-UAS and Cyber-Physical Threats. Defense & Security Analysis, 39(1), 88—104

¢ Abduvaliyev, F. M. (2023). Information-Psychological Security in the Military Sphere and Factors Ensuring
Operator Operational Stability. Journal of Psychology and Military Practice, No. 1, pp. 33-39
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protect strategic facilities against hybrid threats.

To achieve this objective, the study addresses the following key tasks:
Classifying key vectors of hybrid threats impacting strategic facility perimeters;
Designing a multi-tiered security model integrating autonomous UAVs with
ground-based sensor networks;

Formulating a real-time risk assessment matrix tailored for UAV operator control
centers.

Research Hypothesis: Integrating autonomous patrol drones with Al-driven
threat evaluation and a multi-criteria risk assessment matrix will reduce intrusion
detection times by 40-50% while optimizing cognitive workload for security
operators.

METHODS AND MATERIALS

1. System Architecture and Integration Framework. To construct the hybrid
security model for strategic facilities, a three-tiered defense-in-depth architecture
was conceptualized. This framework integrates ground-based stationary sensors
(optical, infrared, seismic, and radar) with dynamic autonomous Unmanned
Aerial Vehicle (UAV) patrols.

The spatial coverage of the perimeter security system is expressed by the total
effective surveillance area Aot :

n m
Atotal = U Astatic,i U U Asav,j (t)

Where: = j=1

Astatic, i -

represents the coverage area of the i-th stationary ground sensor.

Auav,j (1) - represents the dynamic coverage area of the j-th autonomous UAV patrol

at time t.

2. Multi-Criteria Risk Assessment (MCRA) Algorithm. Threat evaluation is
performed using a Multi-Criteria Decision-Making (MCDM) approach based on
the Analytical Hierarchy Process (AHP). Threats (T) are evaluated across four
primary threat vectors:
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T = {v; : Kinetic/Physical, v; : Cyber-Physical, v; : Electronic Warfare (EW), v, :

The
overall Risk Index (R) for any detected target is calculated using the weighted
linear combination:

1
R Zwk-Ck
k=1

Where Wy is the normalized weight of vector k(3 Wk = 1), and Ci € [1, 5] is
the severity score assessed by the Al processing unit and human operator.

RESULTS

1. Performance Comparison: Conventional vs. UAV-Integrated Systems.
Controlled simulation scenarios and field testing against simulated low-altitude
threats demonstrated a marked improvement in threat detection, response latency,
and operational coverage when autonomous UAV patrols were integrated into
perimeter defenses.

Table 1: Comparative performance metrics of perimeter protection systems.

A Intrusi

Ve”‘?e . ftruston 4.2 minutes 1.8 minutes 57.1% Reduction
Detection Time
Perimeter Blind Spot 88.6%

erimeter m PO 18.5% uncovered < 2.1% uncovered 0
Coverage Optimization
Operator Reaction .

45 seconds 12 seconds 73.3% Reduction

Latency
Resistance to Signal Low Moderate  to  High | Significant
Degradation/EW (Autonomy mode) Enhancement

2. Four-Tiered Risk Assessment Matrix. Based on the MCRA algorithm, detected
anomalies are classified into four actionable threat levels to prevent operator
cognitive overload and streamline response protocols.
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Table 2: Risk level classification matrix for strategic facility defense.

Unidentified object near | Autonomous UAV redirected for
outer buffer zone optical identification.

Perimet breach
erimeter reac Secondary UAV deployed; ground

?pproach; signal security alert level raised.
interference

Confirmed unauthorized | Kinetic/non-kinetic counter-
drone  or  physical | measures activated; rapid response
intrusion team dispatched.

Swarm intrusion or | Facility —automated lockdown;
targeted kinetic strike | active jamming and automated
threat defense deployment.

DISCUSSION AND CONCLUSION

The empirical and analytical findings validate the initial hypothesis: incorporating
autonomous UAYV systems backed by Al threat assessment significantly enhances
facility resilience against hybrid vectors.

Reduced response times (from 4.2 to 1.8 minutes) address the critical
vulnerability window that adversary reconnaissance or kinetic mini-drones
exploit. Furthermore, by automating initial threat classification through the 4-
tiered matrix, the cognitive load on operators is minimized, preventing decision
fatigue during prolonged operational shifts.

However, operational challenges remain regarding total signal loss during heavy
Electronic Warfare (EW) jamming. Future research must focus on visual-inertial
odometry and optical flow navigation algorithms that allow UAVs to maintain
autonomous patrols without relying on GNSS (GPS/GLONASS) signals.

An integrated security framework combining stationary sensor networks with
autonomous UAV patrols successfully mitigates physical and low-altitude aerial
vulnerabilities at strategic facilities under hybrid threat conditions.

The multi-criteria risk assessment algorithm provides a structured, quantitative

mechanism for real-time threat evaluation, reducing response latency by up to
57.1%.
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Implementing autonomous patrol protocols optimizes the human-machine
interface, enhancing situational awareness while mitigating human-factor errors.
Future development should prioritize hardening UAV communication links
against state-level Electronic Warfare and developing fully offline Al vision
models for GPS-denied environments.
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